WHAT ARE THE LONG-TERM CONSEQUENCES?
Late Health Effects of Chemical Agent Exposure

Most health effects from a chemical attack would occur quickly. Some injuries from acute exposure to toxic chemicals, such as eye damage and chemical burns, can persist for a lifetime. Detailed
information on the possibility of developing other types of health effects later in life would be
made available once a specific exposure is known. Of the military chemical weapons, only mustard gas is a known carcinogen. Although some industrial chemicals are carcinogenic, the risk of
developing cancer later in life is not likely to increase significantly following a one-time exposure.
Monitoring and Clean-up of Affected Areas

In the days and weeks following the use of a chemical agent, officials might be expected to:
• Evacuate the limited area near the release site.
• Ensure proper ventilation of the area.
• Establish a plan for careful monitoring and assessment of affected areas.
• Decontaminate areas where liquid agent was present.
• Assure the public that the threat has passed after thorough testing of the affected area.
Economic Impact

Such impacts might involve disruption to lives and livelihoods as the contaminated area is being
cleaned up. An attack on a food or agricultural crop could result in long-lasting economic impact
for suppliers and their communities as well as consumers.

ADDITIONAL INFORMATION
Department of Homeland Security—http://www.dhs.gov/dhspublic • http://www.ready.gov
Centers for Disease Control and Prevention—http://www.bt.cdc.gov/agent/agentlistchem.asp •
http://www.atsdr.cdc.gov • http://www.bt.cdc.gov/agent • http://www.bt.cdc.gov/planning
Department of Defense—http://www.njha.com/ep/pdf/bio-USAMRICDResources.pdf •
http://chemdef.apgea.army.mil/TBMED296.aspx
Other Resources—http://www.biomedtraining.org • http://www.chem-bio.com/resource

This report brief was prepared by the National Academy of Engineering and the National Research Council of the
National Academies in cooperation with the Department of Homeland Security. For more information, contact
Randy Atkins at 202-334-1508, atkins@nae.edu, or visit www.nas.edu/factsheets. Making the Nation Safer,
Tracking the Atmospheric Dispersion of Hazardous Materials Releases, and other National Academies reports
related to this topic are available from the National Academies Press, 500 Fifth Street, NW, Washington, DC
20001; 800-624-6242; www.nap.edu.
© 2004 National Academy of Sciences
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CHEMICAL ATTACK

WARFARE AGENTS, INDUSTRIAL
CHEMICALS, AND TOXINS
WHAT IS IT?
A chemical attack is the spreading of toxic chemicals with the intent to
do harm. A wide variety of chemicals could be made, stolen, or otherwise
acquired for use in an attack. Industrial chemical plants or the vehicles used
to transport chemicals could also be sabotaged. Harmful chemicals that could
be used in an attack include:
• Chemical weapons (warfare agents) developed for military use.
• Toxic industrial and commercial chemicals that are produced, transported, and stored in the making of petroleum, textiles, plastics, fertilizers,
paper, foods, pesticides, household cleaners, and other products.
• Chemical toxins of biological origin such as ricin.
The toxicity of chemicals varies greatly. Some are acutely toxic (cause
immediate symptoms); others are not very toxic at all. Chemicals in liquid or
vapor form generally lead to greater exposures than chemicals in solid form.

Facts about Chemical Weapons
•

First used in World War I, chemical weapons
drew from existing industrial chemicals (chlorine,
phosgene).

•

The Chemical Weapons Convention was ratified
by more than 160 nations in 1997 with the goal
of eliminating state production, storage, and use.
The United States is actively destroying its stockpile of chemical agents and has successfully
eliminated over 25% to date.

•

The 1995 sarin attack on the Tokyo subway by
the cult Aum Shinrikyo proves that fabrication
and use of chemical weapons by non-state
groups is possible. Twelve people died and more
than 5,000 were injured.

How Toxic Chemicals Could be Used

The severity of an attack is related to the toxicity of the chemical and its concentration when it reaches people. Many variables affect the concentration of
a chemical including wind and the volatility of the chemical. The release of
toxic chemicals in closed spaces (e.g., in subways, airports, and financial centers) could deliver doses high enough to injure or kill a large number of people.
In an open area, a toxic chemical cloud (plume) would become less concentrated as it spreads and would have to be released in large quantities to produce
a lot of casualties. Potential delivery methods of toxic chemicals include:
• Ventilation systems of a building.
• Misting, aerosolizing devices, or sprayers.
• Passive release (container of chemical left open).
• Bombs, mines, or other explosive devices that contain chemicals other
than those used to create the explosion.
• Improvised chemical devices that combine readily available chemicals to
produce a dangerous chemical.
• Sabotage of plants or vehicles containing chemicals.
• Introduction of toxins in the food and water supply.

Facts about Industrial Chemicals
•

Industrialized countries produce, transport, and
store large quantities of chemicals, some of which
are toxic.

•

In 1984, a release from a tank of methyl isocyanate at the Union Carbide plant in Bhopal,
India killed more than 3,800 people and injured
170,000.

•

Environmental laws enacted in 1986 and 1990
were aimed at reducing risk of accidental releases.

•

The overall safety record of the chemical and
transportation industries are very good, and recent engineering and other advances have made
them even safer.

Detection

Many chemicals at high concentrations can be readily detected with handheld detection equipment carried by many emergency responders.
Symptoms of Exposure

Visual signs of exposure could include people grouped together who have
similar symptoms such as choking or eye irritation. Symptoms in the animal
population (birds, wildlife, pets) can be important first indicators, often at
concentrations much lower than detected by hand-held devices.

WHAT IS THE DANGER?
Agents such as botulinum toxin and ricin are
toxins produced by plants, animals, and bacteria. Other examples include toxins from dangerous algal blooms and snake venoms. These
substances can be gathered in nature, or alternatively created in labs. Unlike biological
agents, they do not reproduce or spread from
person to person. Unlike other chemical
agents, they are not volatile (do not vaporize)
and tend to be more toxic on a weight basis.
Botulinum toxin is a nerve toxin produced by
bacteria. It causes botulism, a rare but serious
paralytic illness that can be fatal. The three
naturally-occuring forms of the illness are foodborne, infant, and wound botulism. An antitoxin is available to treat botulism, but must be
administered within hours of exposure.
Ricin is a toxin from castor beans that is part of
the waste produced when castor oil is made. It
is very toxic—a dose the size of the head of a
pin could be lethal but only if injected. Ricin is
not absorbed by the skin and is not effective
when eaten or inhaled except in impractically
large amounts. Ricin was reportedly found in
Al Qaeda caves in Afghanistan in the 1980s.
There is no antidote.

Immediate Impact to Human Health

Acutely toxic chemicals can cause injury or fatalities if they are inhaled or
absorbed by the skin. The harm that chemicals can cause depends on; 1) their
degree of toxicity 2) the concentration of the chemical, 3) the route of exposure,
and 4) the duration of the exposure. The symptoms of exposure to most toxic
chemicals would appear in minutes to hours. Different chemicals have different
effects on the body. Table 1 shows the health effects for some chemical weapons.
Some of the most toxic industrial chemicals can produce similar types of health
effects at high concentrations. Table 2 shows lethal concentrations for some
chemical weapons and industrial chemicals.
The Area Affected

In an open-air environment, the area affected would depend upon such factors
as the type and amount of the chemical agent, the means of dispersal, the local
topography, and the local weather conditions. For highly toxic chemicals, lethal
or immediately life-threatening results could be seen close to where the agent is
released where the concentration is highest, while severe to moderate symptoms
could be seen at some distance from the event. A toxic cloud would spread
roughly with the speed and direction of the wind, but the concentration of the
chemical would be greatly diminished at distances far from the source. For a
release in a closed space, a volatile chemical will disperse to fill the space. The
smaller the space, the greater the concentration of the chemical.
Exposure Through Contaminated Food

Chemical agents can make foods highly toxic, sometimes without changing the
appearance or taste of the foods. Butter, oils, fatty meats, and fish absorb nerve
agents so readily that removal of the agents is virtually impossible. Foods in bottles, cans, or wrappings are not affected by agent vapor and can be salvaged following decontamination. The food supply is vulnerable to intentional contamination by toxins such as botulinum toxin.

Table 1. Effects and treatment of some chemical weapons developed for military use
Nerve Agents

Examples

Sarin

Blister Agents
(injure skin, eyes,
and airways)
VX

Mustard
Garlic or Mustard

Lewisite

Choking Agents

Hydrogen
Cyanide

Chlorine

Cyanogen
Chloride

Persistency*

Nonpersistent
(min. to hrs.)

Rate of
Action

Rapid for vapors; liquid
effects may be delayed

Delayed

Signs and
Symptoms

Headache, runny nose,
salivation, pinpointing of
pupils, difficulty in
breathing, tight chest,
seizures, convulsions,
nausea, and vomiting

Red, burning skin, blisters,
sore throat, dry cough;
pulmonary edema, eye damage,
nausea, vomiting, diarrhea.
Symptoms may be delayed
2 to 24 hrs

Cherry red skin/lips, rapid breathing,
dizziness, nausea, vomiting,
convulsions, dilated pupils,
excessive salivation, gastrointestinal
hemorrhage, pulmonary edema,
respiratory arrest

Eye and airway irritation,
dizziness, tightness in
chest, pulmonary edema,
painful cough, nausea,
headache

First Aid

Remove from area,
treat symptomatically,
Atropine and pralidoxime
chloride (2-PAM chloride),
diazepam for seizure control

Decontaminate with copious
amount of water, remove
clothing, support airway, treat
symptomatically

Remove from area, assist
ventilations, treat symptomatically,
administer cyanide kit

Remove from area, remove
contaminated clothing, assist
ventilations, rest

Decontamination

Remove from area, remove clothing, flush with soap and water, aerate

* How long a chemical remains at toxic levels

Practical Steps

If the release is inside a building or a closed space, people should:
1. Do whatever it takes to find clean air quickly: exit the building if they do so without passing through the contaminated area or break a window to access clean air.
2. Remove outer clothing and place it in a sealed plastic bag.
3. Wash with soap (preferably liquid) and water. Flush skin with lots of water; flush
eyes with water if they are irritated.
4. Put on clean clothes.
5. Seek medical attention if they have been exposed, even if they have no immediate
symptoms.
If they are near an outdoor chemical release, people should:
1. Avoid any obvious plume or vapor cloud.
2. Walk away from the site and into a building in order to shelter-in-place.
3. Bring family and pets inside.
4. Lock doors, close windows, air vents, and fireplace dampers.
5. Turn off fans, air conditioning, and forced air heating systems.
6. Go into a room with as few windows as possible. Seal the room to
create a temporary barrier between people and the contaminated
air outside.
7. Seal all windows, doors, and air vents with plastic sheeting and
duct tape.
8. Improvise with what is on hand to seal gaps to create a barrier from
any contamination.
9. Watch TV, listen to the radio, or check the Internet often for official news and instructions as they become available.
Decisions Regarding Evacuation

Odorless

Persistent

WHAT SHOULD PEOPLE DO TO PROTECT THEMSELVES?

Table 2. Varying toxicity of chemicals.
The more toxic a chemical, the smaller the amount of
chemical required to cause harm. The table compares the
lethal concentrations in parts per million (ppm) for acute
(all-at-once) exposures to some chemical weapons and
some common industrial chemicals.
Chemical agent

Some Chemical Weapons

Burnt almonds

Bleach

Mown hay

Non-persistent

Non-persistent;
vapors may hang in low areas

Rapid

Rapid at high concentrations;
delayed at lower concentrations

Evacuation as a toxic cloud is passing could result in greater exposures
than staying inside. The best course of action will be provided by
emergency officials who may use computations from models to calculate the path and potential health effects of the toxic cloud.

Sarin (GB)
Hydrogen Cyanide**

Medical Treatment

Immediate medical treatment is required for those exhibiting signs
and symptoms of exposure to toxic chemicals. (See Table 1)
Antidotes

There are reliable antidotes for nerve agent exposure, which may
be available from medical professionals. Some antidotes, such as
atropine, pralidoxime chloride (2-PAM chloride), and diazepam, are
contained in the medical kits of first responders, but larger quantities
of these antidotes may be found at hospitals and treatment facilities.
A specific antidote kit is available for cyanide, but it may have to be
administered in a hospital. Supportive medical care and hospital therapy is required for large exposures to phosgene and chlorine vapor.

36
120

Some Industrial Chemicals
Chlorine**

Rapid

Approx. lethal concentration*
(in ppm)

Phosgene

Odor

Persistent
(>12 hrs.)

Geraniums

Blood Agents
(cause blood changes
and heart problems)

Toxic chemicals could be used to contaminate the drinking water distribution system.
Surface water sources in the area of a chemical release could become contaminated, but
dying fish or aquatic life might warn of the release before human use. Deep ground
water reservoirs and protected water storage tanks are regarded as safe sources of drinking water following a vapor release of chemical agents. There are methods of treating
large volumes of potentially contaminated water for emergency drinking.
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Hydrogen chloride

3,000

Carbon monoxide

4,000

Ammonia

16,000

Chloroform

20,000

Vinyl chloride

Increasing Toxicity

Facts about Toxins of Biological Origin

Exposure Through Contaminated Water

100,000

*Based on LC50 values in laboratory rats: exposure concentration for 60
minutes at which 50% of rats would die. Rats are used for toxicology
tests in part because of similarity to humans, but they are likely to be
more susceptible because they have higher metabolisms.
**Used both as chemical weapons and as industrial chemicals
Source: NRC, EPA, and ATSDR
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Agents such as botulinum toxin and ricin are
toxins produced by plants, animals, and bacteria. Other examples include toxins from dangerous algal blooms and snake venoms. These
substances can be gathered in nature, or alternatively created in labs. Unlike biological
agents, they do not reproduce or spread from
person to person. Unlike other chemical
agents, they are not volatile (do not vaporize)
and tend to be more toxic on a weight basis.
Botulinum toxin is a nerve toxin produced by
bacteria. It causes botulism, a rare but serious
paralytic illness that can be fatal. The three
naturally-occuring forms of the illness are foodborne, infant, and wound botulism. An antitoxin is available to treat botulism, but must be
administered within hours of exposure.
Ricin is a toxin from castor beans that is part of
the waste produced when castor oil is made. It
is very toxic—a dose the size of the head of a
pin could be lethal but only if injected. Ricin is
not absorbed by the skin and is not effective
when eaten or inhaled except in impractically
large amounts. Ricin was reportedly found in
Al Qaeda caves in Afghanistan in the 1980s.
There is no antidote.

Immediate Impact to Human Health

Acutely toxic chemicals can cause injury or fatalities if they are inhaled or
absorbed by the skin. The harm that chemicals can cause depends on; 1) their
degree of toxicity 2) the concentration of the chemical, 3) the route of exposure,
and 4) the duration of the exposure. The symptoms of exposure to most toxic
chemicals would appear in minutes to hours. Different chemicals have different
effects on the body. Table 1 shows the health effects for some chemical weapons.
Some of the most toxic industrial chemicals can produce similar types of health
effects at high concentrations. Table 2 shows lethal concentrations for some
chemical weapons and industrial chemicals.
The Area Affected

In an open-air environment, the area affected would depend upon such factors
as the type and amount of the chemical agent, the means of dispersal, the local
topography, and the local weather conditions. For highly toxic chemicals, lethal
or immediately life-threatening results could be seen close to where the agent is
released where the concentration is highest, while severe to moderate symptoms
could be seen at some distance from the event. A toxic cloud would spread
roughly with the speed and direction of the wind, but the concentration of the
chemical would be greatly diminished at distances far from the source. For a
release in a closed space, a volatile chemical will disperse to fill the space. The
smaller the space, the greater the concentration of the chemical.
Exposure Through Contaminated Food

Chemical agents can make foods highly toxic, sometimes without changing the
appearance or taste of the foods. Butter, oils, fatty meats, and fish absorb nerve
agents so readily that removal of the agents is virtually impossible. Foods in bottles, cans, or wrappings are not affected by agent vapor and can be salvaged following decontamination. The food supply is vulnerable to intentional contamination by toxins such as botulinum toxin.

Table 1. Effects and treatment of some chemical weapons developed for military use
Nerve Agents
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Sarin

Blister Agents
(injure skin, eyes,
and airways)
VX

Mustard
Garlic or Mustard

Lewisite

Choking Agents

Hydrogen
Cyanide

Chlorine

Cyanogen
Chloride

Persistency*

Nonpersistent
(min. to hrs.)

Rate of
Action

Rapid for vapors; liquid
effects may be delayed

Delayed

Signs and
Symptoms

Headache, runny nose,
salivation, pinpointing of
pupils, difficulty in
breathing, tight chest,
seizures, convulsions,
nausea, and vomiting

Red, burning skin, blisters,
sore throat, dry cough;
pulmonary edema, eye damage,
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Symptoms may be delayed
2 to 24 hrs

Cherry red skin/lips, rapid breathing,
dizziness, nausea, vomiting,
convulsions, dilated pupils,
excessive salivation, gastrointestinal
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Eye and airway irritation,
dizziness, tightness in
chest, pulmonary edema,
painful cough, nausea,
headache

First Aid

Remove from area,
treat symptomatically,
Atropine and pralidoxime
chloride (2-PAM chloride),
diazepam for seizure control

Decontaminate with copious
amount of water, remove
clothing, support airway, treat
symptomatically

Remove from area, assist
ventilations, treat symptomatically,
administer cyanide kit

Remove from area, remove
contaminated clothing, assist
ventilations, rest

Decontamination

Remove from area, remove clothing, flush with soap and water, aerate

* How long a chemical remains at toxic levels

Practical Steps

If the release is inside a building or a closed space, people should:
1. Do whatever it takes to find clean air quickly: exit the building if they do so without passing through the contaminated area or break a window to access clean air.
2. Remove outer clothing and place it in a sealed plastic bag.
3. Wash with soap (preferably liquid) and water. Flush skin with lots of water; flush
eyes with water if they are irritated.
4. Put on clean clothes.
5. Seek medical attention if they have been exposed, even if they have no immediate
symptoms.
If they are near an outdoor chemical release, people should:
1. Avoid any obvious plume or vapor cloud.
2. Walk away from the site and into a building in order to shelter-in-place.
3. Bring family and pets inside.
4. Lock doors, close windows, air vents, and fireplace dampers.
5. Turn off fans, air conditioning, and forced air heating systems.
6. Go into a room with as few windows as possible. Seal the room to
create a temporary barrier between people and the contaminated
air outside.
7. Seal all windows, doors, and air vents with plastic sheeting and
duct tape.
8. Improvise with what is on hand to seal gaps to create a barrier from
any contamination.
9. Watch TV, listen to the radio, or check the Internet often for official news and instructions as they become available.
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Odorless

Persistent
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Table 2. Varying toxicity of chemicals.
The more toxic a chemical, the smaller the amount of
chemical required to cause harm. The table compares the
lethal concentrations in parts per million (ppm) for acute
(all-at-once) exposures to some chemical weapons and
some common industrial chemicals.
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Burnt almonds

Bleach

Mown hay

Non-persistent

Non-persistent;
vapors may hang in low areas

Rapid

Rapid at high concentrations;
delayed at lower concentrations

Evacuation as a toxic cloud is passing could result in greater exposures
than staying inside. The best course of action will be provided by
emergency officials who may use computations from models to calculate the path and potential health effects of the toxic cloud.
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Medical Treatment

Immediate medical treatment is required for those exhibiting signs
and symptoms of exposure to toxic chemicals. (See Table 1)
Antidotes

There are reliable antidotes for nerve agent exposure, which may
be available from medical professionals. Some antidotes, such as
atropine, pralidoxime chloride (2-PAM chloride), and diazepam, are
contained in the medical kits of first responders, but larger quantities
of these antidotes may be found at hospitals and treatment facilities.
A specific antidote kit is available for cyanide, but it may have to be
administered in a hospital. Supportive medical care and hospital therapy is required for large exposures to phosgene and chlorine vapor.
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Odor
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(cause blood changes
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Toxic chemicals could be used to contaminate the drinking water distribution system.
Surface water sources in the area of a chemical release could become contaminated, but
dying fish or aquatic life might warn of the release before human use. Deep ground
water reservoirs and protected water storage tanks are regarded as safe sources of drinking water following a vapor release of chemical agents. There are methods of treating
large volumes of potentially contaminated water for emergency drinking.
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*Based on LC50 values in laboratory rats: exposure concentration for 60
minutes at which 50% of rats would die. Rats are used for toxicology
tests in part because of similarity to humans, but they are likely to be
more susceptible because they have higher metabolisms.
**Used both as chemical weapons and as industrial chemicals
Source: NRC, EPA, and ATSDR

WHAT ARE THE LONG-TERM CONSEQUENCES?
Late Health Effects of Chemical Agent Exposure

Most health effects from a chemical attack would occur quickly. Some injuries from acute exposure to toxic chemicals, such as eye damage and chemical burns, can persist for a lifetime. Detailed
information on the possibility of developing other types of health effects later in life would be
made available once a specific exposure is known. Of the military chemical weapons, only mustard gas is a known carcinogen. Although some industrial chemicals are carcinogenic, the risk of
developing cancer later in life is not likely to increase significantly following a one-time exposure.
Monitoring and Clean-up of Affected Areas

In the days and weeks following the use of a chemical agent, officials might be expected to:
• Evacuate the limited area near the release site.
• Ensure proper ventilation of the area.
• Establish a plan for careful monitoring and assessment of affected areas.
• Decontaminate areas where liquid agent was present.
• Assure the public that the threat has passed after thorough testing of the affected area.
Economic Impact

Such impacts might involve disruption to lives and livelihoods as the contaminated area is being
cleaned up. An attack on a food or agricultural crop could result in long-lasting economic impact
for suppliers and their communities as well as consumers.

ADDITIONAL INFORMATION
Department of Homeland Security—http://www.dhs.gov/dhspublic • http://www.ready.gov
Centers for Disease Control and Prevention—http://www.bt.cdc.gov/agent/agentlistchem.asp •
http://www.atsdr.cdc.gov • http://www.bt.cdc.gov/agent • http://www.bt.cdc.gov/planning
Department of Defense—http://www.njha.com/ep/pdf/bio-USAMRICDResources.pdf •
http://chemdef.apgea.army.mil/TBMED296.aspx
Other Resources—http://www.biomedtraining.org • http://www.chem-bio.com/resource

This report brief was prepared by the National Academy of Engineering and the National Research Council of the
National Academies in cooperation with the Department of Homeland Security. For more information, contact
Randy Atkins at 202-334-1508, atkins@nae.edu, or visit www.nas.edu/factsheets. Making the Nation Safer,
Tracking the Atmospheric Dispersion of Hazardous Materials Releases, and other National Academies reports
related to this topic are available from the National Academies Press, 500 Fifth Street, NW, Washington, DC
20001; 800-624-6242; www.nap.edu.
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CHEMICAL ATTACK

WARFARE AGENTS, INDUSTRIAL
CHEMICALS, AND TOXINS
WHAT IS IT?
A chemical attack is the spreading of toxic chemicals with the intent to
do harm. A wide variety of chemicals could be made, stolen, or otherwise
acquired for use in an attack. Industrial chemical plants or the vehicles used
to transport chemicals could also be sabotaged. Harmful chemicals that could
be used in an attack include:
• Chemical weapons (warfare agents) developed for military use.
• Toxic industrial and commercial chemicals that are produced, transported, and stored in the making of petroleum, textiles, plastics, fertilizers,
paper, foods, pesticides, household cleaners, and other products.
• Chemical toxins of biological origin such as ricin.
The toxicity of chemicals varies greatly. Some are acutely toxic (cause
immediate symptoms); others are not very toxic at all. Chemicals in liquid or
vapor form generally lead to greater exposures than chemicals in solid form.

Facts about Chemical Weapons
•

First used in World War I, chemical weapons
drew from existing industrial chemicals (chlorine,
phosgene).

•

The Chemical Weapons Convention was ratified
by more than 160 nations in 1997 with the goal
of eliminating state production, storage, and use.
The United States is actively destroying its stockpile of chemical agents and has successfully
eliminated over 25% to date.

•

The 1995 sarin attack on the Tokyo subway by
the cult Aum Shinrikyo proves that fabrication
and use of chemical weapons by non-state
groups is possible. Twelve people died and more
than 5,000 were injured.

How Toxic Chemicals Could be Used

The severity of an attack is related to the toxicity of the chemical and its concentration when it reaches people. Many variables affect the concentration of
a chemical including wind and the volatility of the chemical. The release of
toxic chemicals in closed spaces (e.g., in subways, airports, and financial centers) could deliver doses high enough to injure or kill a large number of people.
In an open area, a toxic chemical cloud (plume) would become less concentrated as it spreads and would have to be released in large quantities to produce
a lot of casualties. Potential delivery methods of toxic chemicals include:
• Ventilation systems of a building.
• Misting, aerosolizing devices, or sprayers.
• Passive release (container of chemical left open).
• Bombs, mines, or other explosive devices that contain chemicals other
than those used to create the explosion.
• Improvised chemical devices that combine readily available chemicals to
produce a dangerous chemical.
• Sabotage of plants or vehicles containing chemicals.
• Introduction of toxins in the food and water supply.

Facts about Industrial Chemicals
•

Industrialized countries produce, transport, and
store large quantities of chemicals, some of which
are toxic.

•

In 1984, a release from a tank of methyl isocyanate at the Union Carbide plant in Bhopal,
India killed more than 3,800 people and injured
170,000.

•

Environmental laws enacted in 1986 and 1990
were aimed at reducing risk of accidental releases.

•

The overall safety record of the chemical and
transportation industries are very good, and recent engineering and other advances have made
them even safer.

Detection

Many chemicals at high concentrations can be readily detected with handheld detection equipment carried by many emergency responders.
Symptoms of Exposure

Visual signs of exposure could include people grouped together who have
similar symptoms such as choking or eye irritation. Symptoms in the animal
population (birds, wildlife, pets) can be important first indicators, often at
concentrations much lower than detected by hand-held devices.
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Terrorism

Throughout human history, there have been many threats to the security of nations. These threats have brought about
large-scale losses of life, the destruction of property, widespread illness and injury, the displacement of large numbers of
people, and devastating economic loss.
Recent technological advances and ongoing international political unrest are components of the increased risk to national
security.
Use Part 4 to learn what actions to include in your family disaster plan to prepare for and respond to terrorist threats.
When you complete Part 4, you will be able to:
• Recognize important terms.
• Take protective measures for terrorist threats.
• Know what actions to take if an event occurs.
• Identify resources for more information about terrorist threats.
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4.1
General Information
about Terrorism

4.1

General Info about Terrorism

Are You Ready?

Terrorism is the use of force or violence against persons or property in violation of
the criminal laws of the United States for purposes of intimidation, coercion, or
ransom. Terrorists often use threats to:
• Create fear among the public.
• Try to convince citizens that their government is powerless to prevent
terrorism.
• Get immediate publicity for their causes.

Acts of terrorism include threats of terrorism; assassinations; kidnappings; hijackings; bomb scares and bombings; cyber attacks (computer-based); and the use of
chemical, biological, nuclear and radiological weapons.
High-risk targets for acts of terrorism include military and civilian government
facilities, international airports, large cities, and high-profile landmarks. Terrorists might also target large public gatherings, water and food supplies, utilities,
and corporate centers. Further, terrorists are capable of spreading fear by sending
explosives or chemical and biological agents through the mail.
Within the immediate area of a terrorist event, you would need to rely on police,
fire, and other officials for instructions. However, you can prepare in much the
same way you would prepare for other crisis events.
The following are general guidelines:
• Be aware of your surroundings.
• Move or leave if you feel uncomfortable or if something does not seem right.
• Take precautions when traveling. Be aware of conspicuous or unusual behavior. Do not accept packages from strangers. Do not leave luggage unattended.
You should promptly report unusual behavior, suspicious or unattended packages, and strange devices to the police or security personnel.
• Learn where emergency exits are located in buildings you frequent. Plan how
to get out in the event of an emergency.
• Be prepared to do without services you normally depend on—electricity,
telephone, natural gas, gasoline pumps, cash registers, ATMs, and Internet
transactions.
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Are You Ready?

General Info about Terrorism

4.1

• Work with building owners to ensure the following items are located on each
floor of the building:
- Portable, battery-operated radio and extra batteries.
- Several flashlights and extra batteries.
- First aid kit and manual.
- Hard hats and dust masks.

Terrorism

- Fluorescent tape to rope off dangerous areas.

149

150

4.2
Explosions

4.2

Explosions

Are You Ready?

Terrorists have frequently used explosive devices as one of their most common
weapons. Terrorists do not have to look far to find out how to make explosive devices; the information is readily available in books and other information sources.
The materials needed for an explosive device can be found in many places including variety, hardware, and auto supply stores. Explosive devices are highly portable
using vehicles and humans as a means of transport. They are easily detonated from
remote locations or by suicide bombers.
Conventional bombs have been used to damage and destroy financial, political,
social, and religious institutions. Attacks have occurred in public places and on city
streets with thousands of people around the world injured and killed.

Parcels that should make you suspicious:
• Are unexpected or from someone unfamiliar to you.
• Have no return address, or have one that can’t be verified as legitimate.
• Are marked with restrictive endorsements such as “Personal,” “Confidential,” or “Do not X-ray.”
• Have protruding wires or aluminum foil, strange odors, or stains.
• Show a city or state in the postmark that doesn’t match the return address.
• Are of unusual weight given their size, or are lopsided or oddly
shaped.
• Are marked with threatening language.
• Have inappropriate or unusual labeling.
• Have excessive postage or packaging material, such as masking tape
and string.
• Have misspellings of common words.
• Are addressed to someone no longer with your organization or are
otherwise outdated.
• Have incorrect titles or titles without a name.
• Are not addressed to a specific person.
• Have hand-written or poorly typed addressess.

152

Are You Ready?

Explosions

4.2

Take Protective Measures
If you receive a telephoned bomb threat, you should do the following:
• Get as much information from the caller as possible.
• Keep the caller on the line and record everything that is said.
• Notify the police and the building management.

If there is an explosion, you should:
• Get under a sturdy table or desk if things are falling around you. When they
stop falling, leave quickly, watching for obviously weakened floors and stairways. As you exit from the building, be especially watchful of falling debris.
• Leave the building as quickly as possible. Do not stop to retrieve personal possessions or make phone calls.
• Do not use elevators.

During an Explosion

Review
Safety guidelines
for escaping fires
in Section 2.11

Once you are out:

Terrorism

• Do not stand in front of windows, glass doors, or other potentially hazardous
areas.
• Move away from sidewalks or streets to be used by emergency officials or others still exiting the building.

If you are trapped in debris:
• If possible, use a flashlight to signal your location to rescuers.
• Avoid unnecessary movement so you don’t kick up dust.
• Cover your nose and mouth with anything you have on hand. (Dense-weave
cotton material can act as a good filter. Try to breathe through the material.)
• Tap on a pipe or wall so rescuers can hear where you are.
• If possible, use a whistle to signal rescuers.
• Shout only as a last resort. Shouting can cause a person to inhale dangerous
amounts of dust.
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Follow the instructions for recovering from a disaster in Part 5.

For More Information
If you require more information about any of these topics, the following
resource may be helpful.

Publications

American Red Cross:
Terrorism, Preparing for the Unexpected. Document providing preparation guidelines for
a terrorist attack or similar emergency. Available online at www.redcross.org/
services/disaster/0,1082,0_589_,00.html
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Biological agents are organisms or toxins that can kill or incapacitate people, livestock, and crops. The three basic groups of biological agents that would likely be
used as weapons are bacteria, viruses, and toxins. Most biological agents are difficult to grow and maintain. Many break down quickly when exposed to sunlight
and other environmental factors, while others, such as anthrax spores, are very
long lived. Biological agents can be dispersed by spraying them into the air, by
infecting animals that carry the disease to humans, and by contaminating food and
water. Delivery methods include:
• Aerosols—biological agents are dispersed into the air, forming a fine mist
that may drift for miles. Inhaling the agent may cause disease in people or
animals.
• Animals—some diseases are spread by insects and animals, such as fleas,
mice, flies, mosquitoes, and livestock.
• Food and water contamination—some pathogenic organisms and toxins
may persist in food and water supplies. Most microbes can be killed, and toxins deactivated, by cooking food and boiling water. Most microbes are killed
by boiling water for one minute, but some require longer. Follow official
instructions.
• Person-to-person—spread of a few infectious agents is also possible. Humans have been the source of infection for smallpox, plague, and the Lassa
viruses.
Specific information on biological agents is available at the Centers for Disease
Control and Prevention’s Web site, www.bt.cdc.gov.

Take Protective Measures
Before a Biological Attack

The following are guidelines for what you should do to prepare for a biological
threat:
• Check with your doctor to ensure all required or suggested immunizations are
up to date. Children and older adults are particularly vulnerable to biological
agents.
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• Consider installing a High Efficiency Particulate Air (HEPA) filter in your furnace return duct. These filters remove particles in the 0.3 to 10 micron range
and will filter out most biological agents that may enter your house. If you
do not have a central heating or cooling system, a stand-alone portable HEPA
filter can be used.

Review
Shelter
in Section 1.4

Filtration in Buildings
Building owners and managers should determine the type and level of
filtration in their structures and the level of protection it provides against
biological agents. The National Institute of Occupational Safety and
Health (NIOSH) provides technical guidance on this topic in their publication Guidance for Filtration and Air-Cleaning Systems to Protect Building Environments
from Airborne Chemical, Biological, or Radiological Attacks. To obtain a copy, call
1(800)35NIOSH or visit www.cdc.gov/NIOSH/publist.html and request
or download NIOSH Publication 2003-136.

During a Biological Attack

Terrorism

In the event of a biological attack, public health officials may not immediately be
able to provide information on what you should do. It will take time to determine what the illness is, how it should be treated, and who is in danger. Watch
television, listen to radio, or check the Internet for official news and information
including signs and symptoms of the disease, areas in danger, if medications or
vaccinations are being distributed, and where you should seek medical attention if
you become ill.
The first evidence of an attack may be when you notice symptoms of the disease
caused by exposure to an agent. Be suspicious of any symptoms you notice, but
do not assume that any illness is a result of the attack. Use common sense and
practice good hygiene.
If you become aware of an unusual and suspicious substance nearby:
• Move away quickly.
• Wash with soap and water.
• Contact authorities.
• Listen to the media for official instructions.
• Seek medical attention if you become sick.
If you are exposed to a biological agent:
• Remove and bag your clothes and personal items. Follow official instructions
for disposal of contaminated items.
• Wash yourself with soap and water and put on clean clothes.
• Seek medical assistance. You may be advised to stay away from others or even
quarantined.
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Using HEPA Filters
HEPA filters are useful in biological attacks. If you have a central heating and cooling system in your home with a HEPA filter, leave it on if it
is running or turn the fan on if it is not running. Moving the air in the
house through the filter will help remove the agents from the air. If you
have a portable HEPA filter, take it with you to the internal room where
you are seeking shelter and turn it on.
If you are in an apartment or office building that has a modern, central
heating and cooling system, the system’s filtration should provide a relatively safe level of protection from outside biological contaminants.
HEPA filters will not filter chemical agents.

After a Biological Attack

Review
Getting
Informed
in Section 1.1

158

In some situations, such as the case of the anthrax letters sent in 2001, people may
be alerted to potential exposure. If this is the case, pay close attention to all official
warnings and instructions on how to proceed. The delivery of medical services
for a biological event may be handled differently to respond to increased demand.
The basic public health procedures and medical protocols for handling exposure to
biological agents are the same as for any infectious disease. It is important for you
to pay attention to official instructions via radio, television, and emergency alert
systems.
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Chemical Threats
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Chemical agents are poisonous vapors, aerosols, liquids, and solids that have toxic
effects on people, animals, or plants. They can be released by bombs or sprayed
from aircraft, boats, and vehicles. They can be used as a liquid to create a hazard to
people and the environment. Some chemical agents may be odorless and tasteless.
They can have an immediate effect (a few seconds to a few minutes) or a delayed
effect (2 to 48 hours). While potentially lethal, chemical agents are difficult to deliver in lethal concentrations. Outdoors, the agents often dissipate rapidly. Chemical agents also are difficult to produce.
A chemical attack could come without warning. Signs of a chemical release include
people having difficulty breathing; experiencing eye irritation; losing coordination;
becoming nauseated; or having a burning sensation in the nose, throat, and lungs.
Also, the presence of many dead insects or birds may indicate a chemical agent
release.

Take Protective Measures
Before a Chemical Attack

The following are guidelines for what you should do to prepare for a chemical
threat:
• Check your disaster supplies kit to make sure it includes:
- A roll of duct tape and scissors.
- Plastic for doors, windows, and vents for the room in which you will shelter
in place. To save critical time during an emergency, pre-measure and cut the
plastic sheeting for each opening.
• Choose an internal room to shelter, preferably one without windows and on
the highest level.

During a Chemical Attack

The following are guidelines for what you should do in a chemical attack.
If you are instructed to remain in your home or office building, you should:

Review
Shelter safety for
sealed rooms in
Section 3.1

• Close doors and windows and turn off all ventilation, including furnaces, air
conditioners, vents, and fans.
• Seek shelter in an internal room and take your disaster supplies kit.
• Seal the room with duct tape and plastic sheeting.
• Listen to your radio for instructions from authorities.
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If you are caught in or near a contaminated area, you should:
• Move away immediately in a direction upwind of the source.
• Find shelter as quickly as possible.

After a Chemical Attack
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Decontamination is needed within minutes of exposure to minimize health consequences. Do not leave the safety of a shelter to go outdoors to help others until
authorities announce it is safe to do so.
A person affected by a chemical agent requires immediate medical attention from a
professional. If medical help is not immediately available, decontaminate yourself
and assist in decontaminating others.
Decontamination guidelines are as follows:
• Use extreme caution when helping others who have been exposed to chemical agents.
• Remove all clothing and other items in contact with the body. Contaminated
clothing normally removed over the head should be cut off to avoid contact
with the eyes, nose, and mouth. Put contaminated clothing and items into a
plastic bag and seal it. Decontaminate hands using soap and water. Remove
eyeglasses or contact lenses. Put glasses in a pan of household bleach to decontaminate them, and then rinse and dry.
• Flush eyes with water.
• Gently wash face and hair with soap and water before thoroughly rinsing
with water.
• Decontaminate other body areas likely to have been contaminated. Blot (do
not swab or scrape) with a cloth soaked in soapy water and rinse with clear
water.
• Change into uncontaminated clothes. Clothing stored in drawers or closets is
likely to be uncontaminated.
• Proceed to a medical facility for screening and professional treatment.
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A nuclear blast is an explosion with intense light and heat, a damaging pressure
wave, and widespread radioactive material that can contaminate the air, water, and
ground surfaces for miles around. A nuclear device can range from a weapon carried by an intercontinental missile launched by a hostile nation or terrorist organization, to a small portable nuclear devise transported by an individual. All nuclear
devices cause deadly effects when exploded, including blinding light, intense heat
(thermal radiation), initial nuclear radiation, blast, fires started by the heat pulse,
and secondary fires caused by the destruction.
Hazards of Nuclear Devices
The extent, nature, and arrival time of these hazards are difficult to predict. The
geographical dispersion of hazard effects will be defined by the following:
• Size of the device. A more powerful bomb will produce more distant effects.
• Height above the ground the device was detonated. This will determine the
extent of blast effects.
• Nature of the surface beneath the explosion. Some materials are more likely
to become radioactive and airborne than others. Flat areas are more susceptible to blast effects.
• Existing meteorological conditions. Wind speed and direction will affect arrival time of fallout; precipitation may wash fallout from the atmosphere.
Radioactive Fallout
Even if individuals are not close enough to the nuclear blast to be affected by
the direct impacts, they may be affected by radioactive fallout. Any nuclear blast
results in some fallout. Blasts that occur near the earth’s surface create much
greater amounts of fallout than blasts that occur at higher altitudes. This is because the tremendous heat produced from a nuclear blast causes an up-draft of
air that forms the familiar mushroom cloud. When a blast occurs near the earth’s
surface, millions of vaporized dirt particles also are drawn into the cloud. As
the heat diminishes, radioactive materials that have vaporized condense on the
particles and fall back to Earth. The phenomenon is called radioactive fallout.
This fallout material decays over a long period of time, and is the main source of
residual nuclear radiation.
Fallout from a nuclear explosion may be carried by wind currents for hundreds
of miles if the right conditions exist. Effects from even a small portable device
exploded at ground level can be potentially deadly.
Nuclear radiation cannot be seen, smelled, or otherwise detected by normal
senses. Radiation can only be detected by radiation monitoring devices. This
makes radiological emergencies different from other types of emergencies, such
as floods or hurricanes. Monitoring can project the fallout arrival times, which
will be announced through official warning channels. However, any increase in
surface build-up of gritty dust and dirt should be a warning for taking protective
measures.
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In addition to other effects, a nuclear weapon detonated in or above the earth’s
atmosphere can create an electromagnetic pulse (EMP), a high-density electrical
field. An EMP acts like a stroke of lightning but is stronger, faster, and shorter.
An EMP can seriously damage electronic devices connected to power sources or
antennas. This includes communication systems, computers, electrical appliances, and automobile or aircraft ignition systems. The damage could range
from a minor interruption to actual burnout of components. Most electronic
equipment within 1,000 miles of a high-altitude nuclear detonation could be
affected. Battery-powered radios with short antennas generally would not be
affected. Although an EMP is unlikely to harm most people, it could harm those
with pacemakers or other implanted electronic devices.

Protection from a Nuclear Blast
The danger of a massive strategic nuclear attack on the United States is predicted
by experts to be less likely today. However, terrorism, by nature, is unpredictable.
If there were threat of an attack, people living near potential targets could be
advised to evacuate or they could decide on their own to evacuate to an area not
considered a likely target. Protection from radioactive fallout would require taking shelter in an underground area or in the middle of a large building.
In general, potential targets include:
• Strategic missile sites and military bases.
• Centers of government such as Washington, DC, and state capitals.
• Important transportation and communication centers.
• Manufacturing, industrial, technology, and financial centers.
• Petroleum refineries, electrical power plants, and chemical plants.
• Major ports and airfields.
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The three factors for protecting oneself from radiation and fallout are distance,
shielding, and time.
• Distance — the more distance between you and the fallout particles, the better. An underground area such as a home or office building basement offers
more protection than the first floor of a building. A floor near the middle of
a high-rise may be better, depending on what is nearby at that level on which
significant fallout particles would collect. Flat roofs collect fallout particles so
the top floor is not a good choice, nor is a floor adjacent to a neighboring flat
roof.
• Shielding — the heavier and denser the materials—thick walls, concrete,
bricks, books and earth—between you and the fallout particles, the better.
• Time — fallout radiation loses its intensity fairly rapidly. In time, you will be
able to leave the fallout shelter. Radioactive fallout poses the greatest threat to
people during the first two weeks, by which time it has declined to about 1
percent of its initial radiation level.
Remember that any protection, however temporary, is better than none at all, and
the more shielding, distance, and time you can take advantage of, the better.

Take Protective Measures
Before a Nuclear Blast

Review
Update your
supplies;
see Section 1.2

To prepare for a nuclear blast, you should do the following:
• Find out from officials if any public buildings in your community have been
designated as fallout shelters. If none have been designated, make your own
list of potential shelters near your home, workplace, and school. These places
would include basements or the windowless center area of middle floors in
high-rise buildings, as well as subways and tunnels.
• If you live in an apartment building or high-rise, talk to the manager about
the safest place in the building for sheltering and about providing for building
occupants until it is safe to go out.
• During periods of increased threat increase your disaster supplies to be adequate for up to two weeks.
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Taking shelter during a nuclear blast is absolutely necessary. There
are two kinds of shelters—blast and fallout. The following describes
the two kinds of shelters:
• Blast shelters are specifically constructed to offer some protection against blast pressure, initial radiation, heat, and fire. But
even a blast shelter cannot withstand a direct hit from a nuclear
explosion.
• Fallout shelters do not need to be specially constructed for
protecting against fallout. They can be any protected space,
provided that the walls and roof are thick and dense enough to
absorb the radiation given off by fallout particles.

The following are guidelines for what to do in the event of a nuclear explosion.

Review
Shelter
requirements in
Section 1.4

During a Nuclear Blast

If an attack warning is issued:
• Take cover as quickly as you can, below ground if possible, and stay there
until instructed to do otherwise.
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• Listen for official information and follow instructions.
If you are caught outside and unable to get inside immediately:
• Do not look at the flash or fireball—it can blind you.
• Take cover behind anything that might offer protection.
• Lie flat on the ground and cover your head. If the explosion is some distance
away, it could take 30 seconds or more for the blast wave to hit.
• Take shelter as soon as you can, even if you are many miles from ground zero
where the attack occurred—radioactive fallout can be carried by the winds for
hundreds of miles. Remember the three protective factors: Distance, shielding, and time.

Decay rates of the radioactive fallout are the same for any size nuclear device.
However, the amount of fallout will vary based on the size of the device and its
proximity to the ground. Therefore, it might be necessary for those in the areas
with highest radiation levels to shelter for up to a month.
The heaviest fallout would be limited to the area at or downwind from the explosion, and 80 percent of the fallout would occur during the first 24 hours.

After a Nuclear Blast

Review
Shelter
requirements in
Section 1.4

People in most of the areas that would be affected could be allowed to come out of
shelter within a few days and, if necessary, evacuate to unaffected areas.
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Returning to Your Home
Remember the following:
• Keep listening to the radio and television for news about what to do, where to
go, and places to avoid.
• Stay away from damaged areas. Stay away from areas marked “radiation
hazard” or “HAZMAT.” Remember that radiation cannot be seen, smelled, or
otherwise detected by human senses.
Follow the instructions for returning home in Part 5.
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Terrorist use of an RDD—often called “dirty nuke” or “dirty bomb”—is considered far more likely than use of a nuclear explosive device. An RDD combines a
conventional explosive device—such as a bomb—with radioactive material. It is
designed to scatter dangerous and sub-lethal amounts of radioactive material over a
general area. Such RDDs appeal to terrorists because they require limited technical
knowledge to build and deploy compared to a nuclear device. Also, the radioactive
materials in RDDs are widely used in medicine, agriculture, industry, and research,
and are easier to obtain than weapons grade uranium or plutonium.
The primary purpose of terrorist use of an RDD is to cause psychological fear and
economic disruption. Some devices could cause fatalities from exposure to radioactive materials. Depending on the speed at which the area of the RDD detonation
was evacuated or how successful people were at sheltering-in-place, the number
of deaths and injuries from an RDD might not be substantially greater than from a
conventional bomb explosion.
The size of the affected area and the level of destruction caused by an RDD would
depend on the sophistication and size of the conventional bomb, the type of radioactive material used, the quality and quantity of the radioactive material, and
the local meteorological conditions—primarily wind and precipitation. The area
affected could be placed off-limits to the public for several months during cleanup efforts.

Take Protective Measures
Before an RDD Event

Review

There is no way of knowing how much warning time there will be before an attack by terrorists using an RDD, so being prepared in advance and knowing what
to do and when is important. Take the same protective measures you would for
fallout resulting from a nuclear blast.

Nuclear Blast
Section 4.5

During an RDD Event
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While the explosive blast will be immediately obvious, the presence of radiation
will not be known until trained personnel with specialized equipment are on the
scene. Whether you are indoors or outdoors, home or at work, be extra cautious.
It would be safer to assume radiological contamination has occurred—particularly
in an urban setting or near other likely terrorist targets—and take the proper precautions. As with any radiation, you want to avoid or limit exposure. This is particularly true of inhaling radioactive dust that results from the explosion. As you seek
shelter from any location (indoors or outdoors) and there is visual dust or other
contaminants in the air, breathe though the cloth of your shirt or coat to limit your
exposure. If you manage to avoid breathing radioactive dust, your proximity to the
radioactive particles may still result in some radiation exposure.
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If the explosion or radiological release occurs inside, get out immediately and seek
safe shelter. Otherwise, if you are:
Outdoors

Indoors

•

•

•

•

•

•

If you have time, turn off ventilation
and heating systems, close windows,
vents, fireplace dampers, exhaust fans,
and clothes dryer vents. Retrieve your
disaster supplies kit and a batterypowered radio and take them to your
shelter room.
Seek shelter immediately, preferably
underground or in an interior room of
a building, placing as much distance
and dense shielding as possible
between you and the outdoors where
the radioactive material may be.
Seal windows and external doors
that do not fit snugly with duct tape
to reduce infiltration of radioactive
particles. Plastic sheeting will not
provide shielding from radioactivity
nor from blast effects of a nearby
explosion.
Listen for official instructions and
follow directions.

After finding safe shelter, those who may have been exposed to radioactive material
should decontaminate themselves. To do this, remove and bag your clothing (and
isolate the bag away from you and others), and shower thoroughly with soap and
water. Seek medical attention after officials indicate it is safe to leave shelter.

Terrorism

•

Seek shelter indoors
immediately in the nearest
undamaged building.
If appropriate shelter is not
available, move as rapidly as
is safe upwind and away from
the location of the explosive
blast. Then, seek appropriate
shelter as soon as possible.
Listen for official instructions
and follow directions.

After an RDD Event

Contamination from an RDD event could affect a wide area, depending on the
amount of conventional explosives used, the quantity and type of radioactive material released, and meteorological conditions. Thus, radiation dissipation rates vary,
but radiation from an RDD will likely take longer to dissipate due to a potentially
larger localized concentration of radioactive material.
Follow these additional guidelines after an RDD event:
• Continue listening to your radio or watch the television for instructions from
local officials, whether you have evacuated or sheltered-in-place.
• Do not return to or visit an RDD incident location for any reason.
• Follow the instructions for recovering from a disaster in Part 5.
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Terrorism Knowledge Check
Answer the following questions. Check your responses with the answer key below.

1 What would you do, if you were at work and…
a. there was an explosion in the building?

b. you received a package in the mail that you considered suspicious?

c. you received a telephone call that was a bomb threat?

What are the three key factors for protection from nuclear blast and fallout?

4

If you take shelter in your own home, what kind of room would be safest during a chemical or
biological attack?

5

In case of a chemical attack, what extra items should you have in your disaster supplies kit?

1.

3

2.

If caught outside during a nuclear blast, what should you do?

3.
4.
5.

2

a. Shelter from falling debris under a desk and then follow evacuation procedures
b. Clear the area and notify the police immediately
c. Keep the caller on the line and record everything that was said
•
Don’t look at the flash
•
Take cover behind anything that offers protection
•
Lay flat on the ground
•
Cover your head
Distance, shielding, time
An interior room on the uppermost level, preferably without windows
Plastic sheeting, duct tape, and scissors.

Answer Key
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The Homeland Security Advisory System was designed to provide a national framework and comprehensive means to disseminate information regarding the risk of
terrorist acts to the following:
• Federal, state, and local authorities
• The private sector
• The American people
This system provides warnings in the form of a set of graduated “threat conditions” that increase as the risk of the threat increases. Risk includes both the probability of an attack occurring and its potential gravity. Threat conditions may be
assigned for the entire nation, or they may be set for a particular geographic area
or industrial sector. At each threat condition, government entities and the private
sector, including businesses and schools, would implement a corresponding set of
“protective measures” to further reduce vulnerability or increase response capability during a period of heightened alert.
There are five threat conditions, each identified by a description and corresponding
color. Assigned threat conditions will be reviewed at regular intervals to determine
whether adjustments are warranted.

Threat Conditions and Associated
Protective Measures
There is always a risk of a terrorist threat. Each threat condition assigns a level
of alert appropriate to the increasing risk of terrorist attacks. Beneath each threat
condition are some suggested protective measures that the government, the private
sector, and the public can take.
In each case, as threat conditions escalate, protective measures are added to those
already taken in lower threat conditions. The measures are cumulative.
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Citizen Guidance on the Homeland
Security Advisory System
Low Risk
• Develop a family emergency plan. Share it with family and friends, and practice the plan.
Visit www.Ready.gov for help creating a plan.
• Create an “Emergency Supply Kit” for your household.
• Be informed. Visit www.Ready.gov or obtain a copy of “Preparing Makes Sense, Get Ready
Now” by calling 1-800-BE-READY.
• Know where to shelter and how to turn off utilities (power, gas, and water) to your home.
• Examine volunteer opportunities in your community, such as Citizen Corps, Volunteers in
Police Service, Neighborhood Watch or others, and donate your time. Consider completing an American Red Cross first aid or CPR course , or Community Emergency Response
Team (CERT) course . BLUE
Guarded Risk Y
• Complete recommended steps at level green.
• Review stored disaster supplies and replace items that are outdated.
• Be alert to suspicious activity and report it to proper authorities.
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Elevated Risk YELLOW
•
•
•
•
•

Complete recommended steps at levels green and blue.
Ensure disaster supplies are stocked and ready.
Check telephone numbers in family emergency plan and update as necessary.
Develop alternate routes to/from work or school and practice them.
Continue to be alert for suspicious activity and report it to authorities.

High RiskORANGE
•
•
•
•
•

Complete recommended steps at lower levels.
Exercise caution when traveling, pay attention to travel advisories.
Review your family emergency plan and make sure all family members know what to do.
Be Patient. Expect some delays, baggage searches and restrictions at public buildings.
Check on neighbors or others that might need assistance in an emergency.

Severe Risk
•
•
•
•
•
•
•

Complete all recommended actions at lower levels.
Listen to local emergency management officials.
Stay tuned to TV or radio for current information/instructions.
Be prepared to shelter or evacuate, as instructed.
Expect traffic delays and restrictions.
Provide volunteer services only as requested.
Contact your school/business to determine status of work day.

*Developed with input from the American Red Cross.
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Knowledge Check
1.

By following the instructions in this guide, you should now have the following:
• A family disaster plan that sets forth what you and your family need to do to prepare for and respond
to all types of hazards.
• A disaster supplies kit filled with items you would need to sustain you and your family for at least
three days, maybe more.
• Knowledge of your community warning systems and what you should do when these are activated.
• An understanding of why evacuations are necessary and what you would need to do in the case of an
evacuation.
• Identification of where the safest shelters are for the various hazards.

Compare the above actions with the personal action guidelines for each of the threat levels. Determine how well you are prepared for each of the five levels.

2.

What is the current threat level? ___________________________
Hint: To determine the current threat level, check your cable news networks or visit www.dhs.gov. Keep
your family informed when changes in the threat level occur, and go over the personal
actions you need to take.
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For More Information
If you require more information about any of these topics, the following
resource may be helpful.

American Red Cross
American Red Cross: Homeland Security Advisory System Recommendations for Individuals, Families,
Neighborhoods, Schools, and Businesses. Explanation of preparedness activities for each
population. Available online at www.redcross.org/services/disaster/beprepared/
hsas.html
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